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[{"J62-300 710 625 "PC" A4:02:B9:CE:3A:B4~4C:FE:31... Mot applic... 4ADAF273:DDCEGEB3
0 "MX Anywhere 25" D5:72:A9:6C:AA...

341 Data | & security | & Mesh Security | &) WPAN Security

Security E1-0 TimeFI TCHM1 LRI VT EIRT 2L INTCOLI-HEF1UT1 TVRAFIVICEBAEINET (UTOD

Overview S 1),

/ ﬁ Welcome I/ WiFi Overview . Low Energy Overview

Protocol: Single « || All layers |+ * &= &x & F F B e = #7463 items displayed 4 selections /900371 ms ¥ Q & - Se
Time ~ Item ~
0.021 035 125 + “t” Non-Connectable Undirected ("PC" 4C:FE:31:F4:FE:68 (Resolvable)~A4:02:B9:CE:3A:B4, 60 5)
45.164 535 375 # “t” Connectable + Scannable Undirected ("MX Anywhere 25" D5:72:A9:6C:AA:86 (Static), Inftiator "PC" A4:02:B9:CE:3A:B4~4C:FE:31:F4:FE:68 (Res...
60.081 949 625 #“t” Non-Connectable Undirected ("PC" 4C:FE:31:F4:FE:68 (Resolvable)~A4:02:B9:CE:3A:B4, 60 s, continued)
62.000 709 125 # & LLCP Version Exchange (4.2, I ~Intel Corp., Rev=4'096 » 4.1, Id=Nordic Semiconductor ASA, Rev=80)
62.120 709 625 + S& LLCP Feature Exchange (Encr > Encr)
62.240 710 250 + % ATT Exchange MTU Transaction
62.300 710 625 -] 'E_, SMP Pairing Feature Exchange (Keyboard Display, Bonding, MITM, SC > No Input No QOutput, Bonding)
62.300 710 625 ®, Tﬁ. SMP Pairing Request (Keyboard Display, Bonding, MITM, SC, Int=IdKey | Sign | LinkKey, Rsp-EncKey | IdKey | Sign | LinkKey)
62.361 044 750 # ﬁ?, SMP Pairing Response (No Input No Output, Bonding, 1nt=IdKey | Sign, Rsp=EncKey | 1dKey)
62.360 710 875 + & ATT Find By Type Value Transaction (0x0001 - Max Handle, Primary Service, Generic Attribute: 0x0008 - 0x000B)
62.480 711 500 4 = ATT Find By Type Value Transaction (0x000C - Max Handle, Primary Service, Generic Attribute; Attribute Not Found)
62.660 712 500 4 (& ATT Find By Type Value Transaction (0x0001 - Max Handle, Primary Service, Scan Parameters; Attribute Not Found)
62.780 713 000 # & ATT Find By Type Value Transaction (0x0001 - Max Handle, Primary Service, Generic Access: 0x0001 - 0x0007)

62.840 713 250 ©2 LLCP Encryption Start (EDIV=0x0000, SKDm=0x5F6CD5427D541F8D, IVm=0xDDCEGEB3 > SKDs=0x952B7808F97BBBAC, [Vs=0x4ADAF273)

63.200 715 000 + & ATT Find By Type Value Transaction (0x0008 - Max Handle, Primary Service, Generic Access; Attribute Not Found)
63.201 081 375 [+] ?— SMP Transport Specific Key Distribution (LTK=2E21A12B:48E6A4E1:1B311249:27802971 » EDIV=0XE34E)
63.260 945 250 1—,-65 L2CAP Parameter Update (1n=7.5 ms, Max=11.25 ms, Lat=44, 1/0=2.165)

Y

FINART—IR-2

TIAAT=INR-RIZ "Device" 1707 ICHY . XM Y=)LI\-D "Filtering” FOYFHFIYAZ1-D "Configure” H'67 7t
ATCEFT RRMYIAEFERLT T/NMAD BD PELAPT NI ABE B DZDMOFFEEIRRTEEXT, MRERHCTS
EHIC. TAIVENA-FPRREFEIET, FTT1vTT1IIEKEIC BT N1 A% “Traffic Filtering Criteria” [Z3BA0LTK
SrJAR

Devices n

Traffic Fitering Criteria Device Database
Keep Only Selected Devices - K Clear “&Add ﬂ New Device / Edit Delete Favorite  Search: View: All Devices v 194 devices v
Name ~ Radio Name Address Address Type Radio Cap... Transmitted Name Company ID -~
M "BeatsStudio Wireless" 04:88:E2:76:16:51  Classic 2 M FC A4:02:B9:CE:3A:B4  Public Dual Mode ~ CHUCKHPLAPTOP|TA... Intel Corporate 2 I
W 'PC" A4:02:B9:CE:3A:B4 Dual Mode , L BeatsStudio Wireless 04:88:E2:76:16:51  Public BeatsStudio Wireless Beats Electronics LLC
T om >
: M SS1BTPM Device 4C:35:AC:63:0F:57 Resolvable Low Energy  SS1BTPM Device
W A4:E4:B8:10:CE:E8 Ad:E4:B8:10:CE:E8  Public Classic BlackBerry RTS
W Gear S (63EE) 38:2D:D1:50:63:EE Publc DualMode  Gear S (63EE) Samsung Electronics ...
W ALPS-03 16:34:56:55:2A:BC  Public Classic ALPS-03
M HSIAOKAL 0C:84:DC:DD:8D:... Pubiic Classic HSIAOKAT Hon Hai Precision Ind....
: M 0S-WIN-DLI2 00:02:5B:02:DE:AD  Public Classic OS-WIN-DLI2 Cambridge Siicon Ra...
W ococE2:F7:15:EC xxxx:E2:F7:15:EC  Public Classic
OK Cancel Apply
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TIAR T=HINR-R - BRIRAJRER TTAN-F 7 ELA

BRRAIBER TTANR-k PRLAFETE (RPA) HMER R THBEE(C IRK #BIMLET, I-Y-[3, IRK 27 FUT—av (BN
LT, ID 7RVAICERARTEET, TIMAT-AR-ANSDT NI ADIRES 1 TOJ (LU TOEBYTY, IRK M EFIUTA4%
BENLTEY I FvEn=m54. IRK ZBEBICAHESNET,

Address A4:02:B9:CE:3A:B4 Public
Related Devices 4C:FE:31:F4:FE:68 (Resolvable)

Nickname PC

Color [ - |

Radio Capability Dual Mode ~

IRK T9CBACBA A14648AD:19BEF343.00B000B3 X

Add new

TINAAT =S NR-Z — IRK DEFTENN

IRK (&, b5V DESKENCFENTBMT BILETELT, 1-Y-IE T/MAT-IR-ZATHLWT KA AZAERL TEF
9, BIRDIZE (R T FLAZER T 2D, DEAD:CO:FFEE BEDT RLAZEALEY, ZvIR-LE[F(IRIL RS
NZEY, Z0 IRK THRTEZ5H0 RPA [, ZOEBMSNT M AICEERTONET,

bk TIARICZYIR=LEGFIRE YINIITTTUT -3V £ TESRAOGNZD T, IRV I IEFERTE0IC
&i5%Y,

TIAR T=INR=-R - EKETNAR&ILELBT15

TIM2% (XER) (E TIANY-EEEDHIC BD 7 FLANFIATERWNGE LI VI MEINTWSIHEICRIIGE
. ZL0HE. TIMABICERBEEI-V- I RSN,

BV b ERESNERIE TERTIAAY R TEIETONTEY, FELBAOIEYT BRI LN HYET, TRBRARICRTER
GATT R ERISENHYET,

Keep Only & Keep Involving 71JL%

Keep Only H&U Keep Involving T/\1 A 74)L7 (3, Ellisys VI FIIT7 A THBDATYIVTT,
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Keep Only J1)LFFRITREMTHY., BIRLET/NMAA (BD ADDR) ([CERINET, —EREINDL, IATOHE

M@, COTIIDFREEZT NI RICOHABERHINET,

Deterministic

Keep Involving 715 (L BBAHIISRERITHY ., IBEINETNA AT COAEEMEN T W T1vI2FRRLET, L.
JO-RFv ARG EEREET B RIEEUNH D0, RELIST1vIERREINDHEDNHYES, —HD BD 7RLAEEE-T
WTE. E5—ADBSHRWNSECERLTLEEN,

Non-Deterministic

Deterministic

EVE: BEHIDT KA ADT FLAT Keep Involving M55 T (CNICKY, BEINES) ( ATFUIITSNETNAZANRED
hofzb Keep Only T4V A ITIRYVIAH T,
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H—-FZ UUID I2&3BT1)%5

Bluetooth LE T\ A[E, “/0RE P RE B EDEEEZRILHICY-ER UUID £7 FNFA1ALET, Ellisys T1)LFUY
TY-IaERLT EEOY-EA UUID 27 ENIA X 3T N1 AZ D EECEXT,

TR, Low Energy @ Overview T, ATT ORI IAININBEICHE>TNBEIATY, Detail E1-0 Characteristic
UUID & Name J1=JL D Overview [CF5YT & FOYTENTVNET, 7ENFAASNTVB IR TDEFINRRINTS
Y. Z03F4E (S “Simple BLE Peripheral” &> TWEY,

Overview DTF¥AL 7TV J1)LA%ERLT. Name J1-)LRICANENEITOHERTTEN (FAFURIER) | ¥
3+ <923 Name I8 E CZZY, BE#ET S Communication J1—-)LREHIUYILT TINA1R T4 9% ERLET,

Low Energy Overview | €3 Welcome BR/EDR Overview [ Spectrum

1F 3
Protocol: Single ~ | All layers & & &2 - 9 E‘ 3 Yy = = | « | 385 items displayed v Q & - name
Time ~s Ttem A ~  Characteristic UUID ~  Name ~ Status ~ Communication ~
26.843 693 250 + [4 ATT Read Request Packet (Characteristic Declaration) oK Central: "Dongle" 29:CD:00:99:FF:56 <-> Peri
26.863 924 000 + L@ ATT Read Response Packet (Read, 0x0003, Device Name) Device Name OK Central: "Dongle” 29:CD:00:99:FF:56 <-> Peri
26.903 696 125 # {4 ATT Read Request Packet (Device Name) OK Central: "Dongle” 29:CD:00:99:FF:56 <-> Peri

26.923 926 875 [B- ATT Read Response Packet (Name="Simple BLE Peripheral") "Simple BLE Peripheral”
26.983 695 750 # f4 ATT Read Request Packet (Characteristic Declaration)

Central: "Dongle” 29:CD:00:99:FF:56 <-> Pe

OK Central: "Dongle” 29:CD:00:99:FF:56 <-> Peri

A-N-EEDT-Y(CL374)5

SEERLIRFT19 %, Bluetooth LE 7 ENIA XAV M EFNIFEEDIBFBRMOAERTRT 3LITMINITEXT, T-F)\5-
VETIMACHRFI2E0E—KEEET BImMONMIEET RONAMIET )0

A=-N-EBEOTA-IVRCE. ETNES. T7-LVI7 -3V, REFI-FEEQFMARRERIBRNMRAHINEKT,

TOXTE, ORI T NIZERLTVEREA (Al LayersziEiR) , Company ID & Manufacturer Specific Data 74
—IVEASBIMENTWET, TFARIIY (PAFURY) (& Company ID A BEINTVBRITOHEFRRT BI=HICERS
N9, BIEI S CommunicationJ1—ILFEETVYILT, TIAR T1VIEERLET, &R, T8, BT THEER.
SHROFINFRRINTVINEINCBIREHERET AL (TERLTAL,

ﬁ Welcome | WiFi Overview . Low Energy Overview d Spectrum

1 @x

Protocol: Single « || All layers |+ * &= €2 9 Sl £y 4= = <« | 7items kept, 7'456 filtered v o & - manufa - |3
X Show: Company ID » = "*" x ey ﬁ

Item ~ Company ID ~+ Manufacturer Spedific Data o Se. v

#“4’ Non-Connectable Undirected ("PC" 4C:FE:31:F4:FE:68 (Resolvable)~Ad:02... Microsoft

# ‘4’ Non-Connectable Undirected ("PC" 4C:FE:31:F4:FE:68 (Resolvable)~Ad:02... Microsoft

# & LLCP Version Exchange (4.2, Id=Intel Corp., 4096 > 4.1, Nordic ... Intel Corp., Nordic Semiconductor ASA
6.¢> Non-Connectable Undirected ("PC" 4C:FE:31:F4:FE:68 (Resolvable)~A4:02...

01092006 B2 1790BB 0557 4A81 8C4C3F99ECT7749 18 70 ABAS 65 DD 13 BC
01 09 20 06 B2 17 90 BB 05 57 4A 81 BC 4C 3F 99 EC 77 49 18 70 AB AB 65 DD 13 BC

01 09 20 06 B2 17 90 BB 05 57 4A 81 8C 4C 3F 99 EC 77 49 18 70 AB A8 65 DD 13 BC
01 09 20 06 B2 17 90 BB 05 57 4A 81 8C 4C 3F 99 EC 77 49 18 70 AB A8 65 DD 13 BC
01 09 20 06 B2 17 90 BB 05 57 4A 81 BC 4C 3F 99 EC 77 49 18 70 AB AB 65 DD 13 BC
01 09 20 06 1B AC 8F B9 1C 0D 19 D8 8A CB 9E DF 63 11 C9 EE 2D 09 96 DE DD 61 AF

# ‘" Non-Connectable Undirected ("PC" 4C:FE:31:F4:FE:68 (Resolvable)~Ad:02... Microsoft
+ “" Non-Connectable Undirected ("PC" 4C:FE:31:F4:FE:68 (Resolvable)~A4:02... Microsoft
# 1" Non-Connectable Undirected ("PC" 4C:FE:31:F4:FE:68 (Resolvable)~A4:02... Microsoft
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RSSITI1I AL L BT N1 ADIR H

RSSIE(E. T/\A RO EEME(CHEBELE T, RSSHETIAINAYUYITBE, THIATDTITTOELICHEZTNAAZEET
BOCZIAIIBET, JIVINAEFEARLTUEEN, IIMA-N= J4)F PAIVIEFEFTO L, BETAIVE Overview D
A ECHYET,

Packets Y1-#HF#ICL. 7TV J4IW5EBWT HEDEZTBREIVERBV\TY MDA ERRLET, BEICHUTESFT
Z1TWEY,

B8589 % Communication 71=)LFEHIUYILT, TIAR T4 EERLET,

TRTE. Ty bOHFDOEI-DNBEHCHE>TVNET («713Y) o T1IFIE, -45dBm LUBW\TYbOHEFRRLET
RX QualityFll& RSSIFIZEBINLELTE (D1 IDEMEICKHATRHYEEAN, FILITOREREETYYITELNIERK
MWBRIECITIVRENMTAES)

Protocol: Single « | All layers "w‘ﬁ_ﬂ‘u 'L? S Ly - = « 40041 items displayed v Q & - Search - |[f3
Showonly ~ |RSST > -45] VB

TR, -45 LUAEVRSS| T1LIBERICHES>TNT, RX Quality High®fTIREMAFENTOET,

Protocal: Single + | All layers| \L‘ > &2 g 'f;) S L = | « | 33'506 items kept, 6535 filtered v Q & - Search - |3
X Show: RSSI » = -45 x X Color: RX Quality = = "High" = G 0 0

Time ~  Item ~ RX Quality ~  RSSI ~  Communication ~  Status

172.510 006 250 . Empty LE Packet High -28.0 dBm Central: "PC" A4:02:B9:CE:3A:B4~4... OK

172.510 235 875 & ¢ Start/Complete LE-U Packet Average -42.0 dBm Central: "PC" A4:02:B9:CE:3A:B4~4... OK

172.521 256 250 .+ Empty LE Packet High -28.5 dBm Central: "PC" A4:02:B9:CE:3A:B4~4... OK

172.521 486 500 , & Empty LE Packet Average -44.0 dBm Central: "PC" A4:02:B9:CE:3A:B4~4... OK

172.532 506 250 , * Empty LE Packet High -28.0 dBm Central: "PC" A4:02:B9:CE:3A:B4~4... OK
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